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Agenda

> The challenge of managing multiple users and 
entitlements

> Identity Lifecycle Management defined

> Three components

Identity Management

Security Compliance Management

Role Management and Role Engineering

> CA customer perspectives
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The Regulatory Environment 
Global and Growing

SOX

EU Privacy 
Directive 

Bill 198

HIPAA

FFIEC 
Information 

Security

NIST SP 800-53

FFIEC 
OperationsISO 27001

CobiT 3rd 
Edition DS5.5

FIPS 200

OGC ITIL: 
Security 

Management 
4.3

EU Privacy 
Directive

Presenter
Presentation Notes
All these regulations influence an individual organization-organizations needs to contend with this in addition the other stuff on the following slides



Companies don’t even know what regulations they must be in compliance with yet alone if they are in compliance with them.



As an example, company expands into new geographic market or completes M&A with company in a new region.  How do you know if there are new local regulations to contend with and how do you know if those regulations are similar to ones you are already complying with
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Compliance 
The Early Days

Internal Auditing

Accounting

Systems

Human 
Resources

Sales and 
Marketing

Manufacturing

Finance

IT

External Requirements

Reporting

Internal Audit

Legal Counsel

Presenter
Presentation Notes




No penalties or jail terms hanging over anyone’s head



Just internal reviews of processes and systems
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Enter SOX

Internal Auditing

Accounting

Systems

Human 
Resources

Sales and 
Marketing

Manufacturing

Finance

IT

External Requirements

Reporting

SOX Audits

Test Results

Internal Audit

Legal Counsel

SOX

Presenter
Presentation Notes
Now, there are penalties and jail terms involved for non-compliance



And given that so much of business runs on IT, everyone is now looking at IT for information to help with compliance
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Next Come PCI, EU Privacy Directive, Internal Policies 
(as well as Compliance Management)

Internal Auditing

Accounting

Systems

Human 
Resources

Sales and 
Marketing

Manufacturing

Finance

IT

External Requirements

Internal Audit

Legal Counsel

Reporting

SOX

Presenter
Presentation Notes


Problem was-companies still address regulations on a one-off basis.  First SOX got all the attention

Next was PCI etc., but this meant re-inventing the wheel every time a new compliance requirement comes down.



This means silos for each regulation, no efficiency, lots of manual processes and high audit costs
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The Challenge of Managing Multiple Users 
and their Entitlements

>Security “Silos”
>Inconsistent enforcement

Many policies
> External regulations

Legislative
Industry specific

> Best practices
> Internal 

Presenter
Presentation Notes
KEY POINTS



Everyone wants policies, but a lot of organizations write policies for their own business unit but don’t share with rest of organization or legal counsel



Policy definition and enforcement is de-centralized

The average organization faces a significant amount of complexity due to the volume of elements involved when managing their user identities.



First, they need to manage many users and often various types of users, both internal (employees) and external (customers, partners, contractors) to the organization.

These users require access to various applications, systems and other resources. These applications can be general email or network access or potentially sensitive resources like corporate financial or customer relationship management applications.

Many organizations use roles as a mechanism to assign privileges to common groups of users. However, in their current state, it’s not uncommon to find privileges inappropriately assigned to roles, that they have far too many roles defined and that users have accumulated unnecessary sets of role privileges over time.

At the end of the day, organizations are coordinating these users, application access and role assignments through a series of processes. These tend to include manual, inconsistent or ad-hoc processes for provisioning or compliance processes. 

All of this leads to high administrative cost, lack of accountability, increased security risk and ultimately a less than ideal experience for the user and administrators.
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The Challenge of Managing Multiple Users 
and their Entitlements

> High admin cost
> Inconsistent enforcement 
> Increased risks

Many manual 
compliance processes

> Access reviews
> User entitlements
> Certification

Many policies
> External regulations

Legislative
Industry specific

> Best practices
> Internal 

Presenter
Presentation Notes
KEY POINTS



Companies cannot articulate these manual processes



If you cannot articulate a manual process, you cannot automate it
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The Challenge of Managing Multiple Users 
and their Entitlements

> Difficult administration
> Difficult compliance
> Reduced security

Many manual 
compliance processes

> Access reviews
> User entitlements
> Certification

Many 
entitlements

> Mainframe
> RDBMS
> LDAP
> NOS
> ERP…

Many policies
> External regulations

Legislative
Industry specific

> Best practices
> Internal 

Presenter
Presentation Notes
KEY POINTS

Entitlements are really where the heartache is-privilege accumulation can be a huge risk for organizations, but often organizations cannot even determine who might potentially have excessive privileges, so this leads to increased risks
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Many manual 
compliance processes

> Access reviews
> User entitlements
> Certification

Many 
entitlements

> Mainframe
> RDBMS
> LDAP
> NOS
> ERP…

The Challenge of Managing Multiple Users 
and their Entitlements

Many policies
> External regulations

Legislative
Industry specific

> Best practices
> Internal 

> Difficult to administer 
access rights

> High help desk costs

Many roles
> Many user 

types
> Poor role 

mapping
> Privilege 

accumulation



11 October 27, 2008 Leveraging an Identity Management Foundation to Sustain Compliance

Many policies
> External regulations

Legislative
Industry specific

> Best practices
> Internal 

Many roles
> Many user 

types
> Poor role 

mapping
> Privilege 

accumulation

Reduced roles
> Increased 

efficiency
> Appropriate 

entitlements

Many manual 
compliance processes

> Access reviews
> User entitlements
> Certification

Many 
entitlements

> Mainframe
> RDBMS
> LDAP
> NOS
> ERP…

Security compliance 
automation

> Reduced admin costs
> Risk reduction

Reduced 
entitlements

> Easier 
administration

> Reduced costs
> Improved 

auditing for 
easier compliance

Identity Lifecycle Management 
The Solution

Centralized 
policies

> Consistent security 
& enforcement

Presenter
Presentation Notes
KEY POINTS

 IdM helps you reduce the # of identities (accounts), since you can centralize user information rather than have it scattered around in multiple user stores.�

 Application development is easier because applications don’t need to manage security themselves.  Instead of having security policy enforcement within each app, it can be centralized across all apps (the animation)�

Taking care of entitlements really helps improve the auditing process because audit can really focus on highest risk users or roles

 Administration is easier because it can be centralized, and much of it can be automated.  So, you need fewer administrators.  Also, auditing information can be centralized and filtered in an automated way (with SCC), so that compliance becomes much easier.  Analyzing lots of distinct log files is a major administrative burden.�

 Security is improved because policy definition and enforcement is centralized and removed from individual applications.





Identity Lifecycle 
Management
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Identity Lifecycle Management Defined

Goal:  Automating identity-related processes that span 
the entire enterprise

> What are “identity-related” processes?

On-boarding/Off-boarding an employee

Users managing their own profiles

Executing proper provisioning approval processes

Ensuring user entitlements match functional 
responsibilities

Validating company is in compliance

And more…

Presenter
Presentation Notes
Identity Lifecycle Management enables organizations to overcome the previously described challenges by automating identity-related processes across the enterprise.

In general, “identity-related” processes include anything that impact users and/or their access to applications. Some examples include:

Provisioning a new employee or de-provisioning them when they leave the organization

Enabling users to manage their own user profiles or passwords without going through the IT organization

Ensuring the appropriate approval procedures are followed before a user is provisioned with sensitive access

Regularly verifying that users have access only to the applications needed to perform their jobs

Being able to produce reports about user entitlements to help meet compliance objectives
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Identity Lifecycle Management 
IT Needs

Identity
Lifecycle

Management

R
ol

e 

M
an

ag
em

en
t Id

en
tity 

M
an

ag
em

en
t

Security 
Compliance 

Management

Role Management
Understand what roles exist in the enterprise
Establish role model that fits organization 
Analyze and maintain role model as business 
evolves

Identity Management
Assign users to roles
Apply role-based controls 
Provision users with approved accounts and 
privileges
Manage change requests and approvals over 
time

Security Compliance Management
Understand security policy
Import audit/log data
Import identity information
Compare, then initiate and verify remediation
Streamline security compliance processes

Presenter
Presentation Notes
From an IT perspective, Identity Lifecycle Management consists of three main components: Role Management, Identity Management and Security Compliance Management. 

IT will often have some systems or processes already in place to deal with these areas. For example, Active Directory is often used as a foundation for identity management or they may already have roles in place. The goal is to leverage and optimize what is already in place and take advantage of the synergies between these components to improve IT efficiency and obtain a greater return on IT’s investment.



Get process fixed first before throwing technology at it-people like Deloitte can help here.

Throwing technology on a bad process doesn’t make the process any better

On-boarding is easier than off-boarding, but you should focus on both, since off-boarding is how you better manage risk

Think about how many reorgs your company goes through.  How much does it cost IT to move a group (and their entitlements) from 1 unit to another
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Identity Lifecycle Management 
CA Approach

A complete approach:  Enable users faster, reduce costs and 
risks, support compliance goals 

Identity
Lifecycle

Management
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Security 
Compliance

Role Management
Role discovery 

Maintain role model 

Role analysis and reporting

Identity Management
Provisioning / De-provisioning 

User self-service 

Identity administration

Security Compliance
Compliance reporting and dashboards 

User and role entitlement certification

Initiate change management and validation

Presenter
Presentation Notes
CA’s approach to Identity Lifecycle Management incorporates all three of these components. This complete lifecycle approach enables organizations to:

Address current point pains, such as provisioning or password management, but position them for future growth into other functions of identity or security compliance management

Leverage synergies for greater effectiveness – for example, leveraging identity management investment to address compliance objectives

Implement solutions in a cost efficient manner – for example, building a role-based foundation to improve the efficiency of identity or security compliance management
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Role Mining/Management

Enables efficient and accurate identity and entitlement management

> Role Mining

Automates discovery of roles and access patterns

Enables gap analysis, cleanup and role modeling

> Ongoing Role Management

Processes role approval/adaptation, self service requests

Detects business changes that affect role structure

> Auditing and Reporting

Assesses role exceptions, cleanup and repair

Provides executive reporting and audit trail

Presenter
Presentation Notes
Roles are the foundation for efficient identity lifecycle management. Instead of managing users on an individual-by-individual basis, organizations group common users into roles and manage privilege assignment to that smaller subset.

Role Management includes:

Role Mining – initially, organizations identify what roles and privilege assignments are already in existence. Then they determine how accurate the existing role model is (gap analysis), clean-up unnecessary privilege assignments and based on this more accurate data set, they can build the role model that appropriately represents their organization.

Ongoing Role Management – roles need to be maintained after the initial model is developed as changing business needs will impact roles. In the meantime, role information can be leveraged by identity and security compliance management systems for processes such as provisioning and self-service access requests.

Auditing and Reporting – just as privilege assignments were analyzed in this initial role modeling process, they need to be audited over time to ensure the role model continues to satisfy the needs of the organization.
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Data Cleanup Validation 
and Remediation
Clean and match 
user IDs
Identify out of 
pattern and 
exceptional users

Role Management Key Capabilities 
The Secret Ingredient – Pattern Recognition Analysis

Role Modeling
Reveal methodology 
Define roles –
top down 
bottom-up

Audit/Gap 
Analysis
Assess and 
audit systems 
for exceptions

Policy Modeling
Verify, certify, 
and report
Enriches 
provisioning processes

Model Management 
and Reporting 
Integration
Detect changes 
and exceptions
Adapt role based 
model
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Presenter
Presentation Notes
The process will vary from customer to customer, but the general steps are as follows:

Clean-up existing privileges. 

Once this clean data set is available, the organization can perform a gap analysis to see how far they have to go from their current to desired state.

Build the role model and policies based on this clean data. 

All of this can be audited and reported on.
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Identity Management

Central engine for identity-related processes

> Provisioning/De-Provisioning

Quickly assigns and removes access privileges

Automates consistent workflow processes

> User Self Service

Empowers end users to resolve issues

Reduces burden on IT and help desk

> Identity Administration

Centralizes data/policy for consistency across 
enterprise

Delegates decision-making to application owners

Presenter
Presentation Notes
Identity Management is the core of Identity Lifecycle Management – it’s the central engine that drives actions for identity-related processes. Common Identity Management functions include:

Provisioning/De-Provisioning – the function of automating the granting and removal of user access is most commonly associated with Identity Management. According to Forrester, Provisioning accounts for 50% of the overall IAM market and will grow to 64% of the IAM market in 2014 (Identity Management Market Forecast: 2007 to 2014, February 6, 2008). 

User Self-Service – resolving users’ identity-related issues, specifically password resets and access requests, through the IT organization or help desk can be extremely costly. Enabling users to resolve issues on their own reduces help desk costs and improves the user experience.

Identity Administration – as the hub of identity information and processes, identity management solutions provide a centralized, authoritative source of identity information. All systems are not required to consolidate to a single identity store – but the identity management system will synchronize data across these systems to minimize silos of identity information.
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Workflow
Enforce 
consistent and 
automated 
approval 
processes

Identity Management Key Capabilities 
The Secret Ingredient:  Modular yet Integrated

Role-based 
Provisioning/ 
De-Provisioning
Ensure timely 
access and protect 
sensitive resources

Centralized 
Administration
Establish 
authoritative 
identity source

User Self-Service
Decrease help 
desk costs and 
improve user satisfaction

Integration
From web 
applications to 
the mainframe

Auditing and 
Reporting
Event and 
entitlements tracking

Security Policies
Enforce identity 
controls, separation 
of duties

Id
en

tity 

M
an

ag
em
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t

Presenter
Presentation Notes
Workflow has to be looked at really early on

If you put crappy business process on top of technology, you will get a crappy deployment



Mention our differentiators into here-scalability and ability to deal with complex systems



CA Identity Manager provides a market-leading identity management solution through superior scalability, flexibility and a rich feature set. Most of this functionality is modular and customers often take advantage by deploying the solution in a phased approach.
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Security Compliance

Meet compliance objectives on a continuous basis

> Compliance Reporting and Dashboards

Generates access, entitlement and audit reports

Cross-system compliance reporting

> User and Role Entitlement Certification

Validates users’ access is appropriate for their role

Ensures access to applications is appropriate

> Change Management and Validation

Initiates change management requests in other 
systems

Enables timely follow-up on remediation requests

Presenter
Presentation Notes
Security Compliance is an emerging area that is all about an embedded layer for compliance and compliance automation.



Today’s organizations have numerous IT systems that must be audited for compliance purposes.  To demonstrate compliance with a growing number of regulations including PCI, EU Privacy Directive and Sarbanes-Oxley, enterprises must generate reports that certify the overall security of these systems. Many organizations have been forced to implement highly manual processes to meet these compliance requirements, leading to increased administrative costs and inefficiencies. These manual processes also increase risks as policy violations can go undetected. 



Key components of Security Compliance include:



Compliance Reporting and Dashboards – security compliance solutions can generate and automatically distribute reports to answer critical identity compliance questions such as: 

Who has access to what?

Who can do what?

Who approved what?

Security Compliance can also manage ongoing processes of recertification associated with any of these processes.

User and Role Entitlement Certification – security compliance solutions can be deployed to address the highly labor intensive and manual process of certifying entitlements for individual users or groups of users. These solutions can monitor all changes on any record in the compliance warehouse down to the attribute level. Once a change is identified, the security compliance solution can immediately commence the certification process, thus ensuring that changes are monitored and approved dynamically. Security compliance solutions also provide attestation including a complete audit trail that enables your organization to view changes over a period of time.

Remediation and Validation – security compliance solutions can commence the remediation process immediately through notification to a change management system, such as CA Service Desk. They can also validate that a remediation fix was applied during its next testing cycle and escalate items to the appropriate manager if the requested change has not been applied
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Reporting 
and 
Dashboards
Cross-system compliance 
reports and dashboards

Integration

IAM, GRC and 
Help- Desk 
integrations

Validation and 
Remediation
Automatically 
follows up on 
requests to verify 
fixes are complete

Change Certification 
and Attestation
Dynamically 
commence approval 
process for any identified 
change

Compliance 
Warehouse
Centralized 
compliance 
evidence warehouse

Security Compliance Key Capabilities 
The Secret Ingredient:  Process-centric Platform

Entitlement 
Certification
Periodic reviews of 
users’ access, roles 
and applications

Security 
Compliance

Presenter
Presentation Notes
CA Security Compliance Manager provides automation of security processes required to meet compliance objectives. Through native integration with information security products, CA Security Compliance Manager enables continuous and automated compliance testing processes, analysis of findings, remediation, validation, and publishing of compliance dashboards to help your organization meet regulatory compliance objectives more efficiently.



With CA Security Compliance Manager, your organization can

Automate and centralize compliance processes such as access and entitlement reviews that are required for verifying compliance for different IT systems. 

Remove the inefficiencies associated with current manual compliance processes. 

Reduce overall IT risks by continuously monitoring and remediating violations as they occur. 
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Identity Lifecycle Management Payoff

> Increased security and reduced risk
Eliminate unauthorized access and orphan accounts

Easier to prove compliance 

> Reduced cost/increased productivity
Automation, delegation and self-service

– Overcome idle users requesting help desk support

Consolidation of roles accelerates provisioning

> Improved user experience/satisfaction
Faster & easier access to applications and data

> Centralized hub for storing all security 
compliance info

Provides ongoing visibility and project 
management over access review processes

Presenter
Presentation Notes
Identity Lifecycle Management benefits the organization in 3 main areas:

Reduced Cost – automating processes introduces greater efficiency and reduces the cost of supporting manual alternatives

Improved Business Efficiency – streamlined processes provide users with access to systems in a timely manner, improving their productivity. It frees help desk and IT from dealing with access requests, tracking down approvals or searching through audit data to validate the effectiveness of controls. And by empowering the end user, it improves their experience.

Compliance Risk Mitigation – consistent and audited processes ensure predictability and minimize security risk. Automating compliance processes such as certification and remediation also help reduce the organization’s risk profile.
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CA Customer Successes 
Identity Lifecycle Management

> Problems
Organizations with more roles than users

10+ days to provision new employees
Very complex IT environments: 

– 100+ target systems, 150K roles, 200K identities

Man weeks to complete compliance 
processes such as access reviews 
(multiple man-weeks)

> CA Solutions
Reduce 150K roles to <5K roles
Provision new employees in <1 day to 
multiple systems
Complete access reviews in hours
not days
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Summary

> CA can streamline and automate your existing identity 
lifecycle management processes for:

Identity management

Role mining and management

Security compliance

> CA has a complete, integrated solution to manage the 
entire identity lifecycle across your enterprise

Presenter
Presentation Notes
CA provides all of the solutions needed for to enable complete Identity Lifecycle Management. Each of these solutions, CA Identity Manager, Eurekify Enterprise Role Manager and CA Security Compliance Manager, can be deployed on a standalone basis, but combined, provide a “1+1+1=5” solution.



All these 3 pillars work together and you should expect vendors to have all these 3 components

 





Q&A
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